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Analysis Report for fatura_20394.pdf .exe - submitted on 07/11/13, 11:12:07 UTC

1. General Information

Information about Anubis' invocation

Time needed: 246 s

Report created: 07/11/13, 11:12:07 UTC
Termination reason: Timeout

Program version: 1.76.3886

1.a) - Network Activity

DNS Queries:
Name Query Type Query Result Successful Protocol
wikipedia.org DNS_TYPE_A 208.80.152.201 1 udp
reliable-dns.co.uk DNS_TYPE_A 5.104.111.112 1 udp
www.download.windowsupc DNS_TYPE_A 204.102.114.51 1 udp

204.102.114.50

HTTP Conversations:

From ANUBIS:1030 to 204.102.114.51:80 - [www.download.windowsupdate.com]
Request: GET /msdownload/update/v3/static/trustedr/en/authrootseq.txt

Response: 200 "OK"

Request: GET /msdownload/update/v3/static/trustedr/en/authrootstl.cab

Response: 200 "OK"

Request: GET /msdownload/update/v3/static/trustedr/en/authrootseq.txt

Response: 200 "OK"

Request: GET /msdownload/update/v3/static/trustedr/en/authrootstl.cab

Response: 200 "OK"

Unknown TCP Traffic:
From ANUBIS:1028 to 208.80.152.201:80
State: Normal establishment and termination - Transferred outbound Bytes: O - Transferred inbound Bytes: 0
From ANUBIS:1031 to 5.104.111.112:443
State: Connection established, not terminated - Transferred outbound Bytes: 853 - Transferred inbound Bytes: 1255
Data sent:

1603 0000 6101 0000 5d03 004d 6ed3 380d ....a...]..M.8.
0163 ebe0 bd08 47be 7b29 44d7 bdec fac4 .Cc....G{)D.....
3lcc 5fa8 e72d 4bdd 9276 b220 3e81 b2a7 1. ..-K.v. > ..
05d4 1515 c40f c361 0d52 6848 112c 5772  ....... a. RhH. , W
880d 5b8e c687 c72c 4lab 4979 0016 0004 ol ATy
0005 000a 0009 0064 0062 0003 0006 0013  ....... d.b......
0012 0063 0100 200 @as

Data received:

1603 0000 4a02 0000 4603 0051 de93 bhe7d ...d . F Q)
bc38 8f 5f 20bf e5d2 dd91 919c d172 0994 8. ... r.
af 3d al83 ella aclb 8f57 5a20 748d 02f8 N WZ t
57e0 f65b 63c6 cfcl 93b7 c227 05ec chaf W.[c......

4f b5 49ec 4586 3ell 08be 45b3 0005 0016 Ol.E>..E....
0300 0377 0b0OO 0373 0003 7000 036d 3082 ... W...S..p..nD.
0369 3082 02d2 a003 0201 0202 0900 8f 80 A0
ce8b 51eb c093 300d 0609 2a86 4886 f 70d ..Q..0...%*. H.
0101 0505 0030 8180 310b 3009 0603 5504  ..... 0..1.0...U
0613 0244 4531 1630 1406 0355 0408 130d ...DE1.0...U...
4e69 6564 6572 7361 6368 7365 6e31 1230 Ni eder sachsenl. 0
1006 0355 0407 1309 4861 6d62 6572 6765 ... U ... Hanberge
6e31 1430 1206 0355 040a 130b 4d6f 6a6f nl.0...U....Mjo
6c69 6369 6f75 7331 1230 1006 0355 0403 l'icious1.0...U.
1309 6¢6f 6361 6¢68 6f73 7431 1b30 1906 ..local host 1. 0. .
092a 8648 86f7 0d01 0901 160c 7372 6940 HoLLL L sri @

6370 616e 2e6f 7267 30le 170d 3132 3034 cpan. org0...1204
3138 3137 3339 3539 5al7 0d33 3230 3431 18173959Z. . 32041
3331 3733 3935 395a 3081 8031 0b30 0906 317395970. . 1. 0. .
0355 0406 1302 4445 3116 3014 0603 5504 .U ...DEL1.O...U.
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Unknown TCP Traffic:
0813 0d4e 6965 6465 7273 6163 6873 656e ... Ni edersachsen
3112 3010 0603 5504 0713 0948 616d 6265 1.0...U. ... Hanbe
7267 656e 3114 3012 0603 5504 0al3 0Ob4d rgenl.0...U ... M
6f 6a 6f 6c 6963 696f 7573 3112 3010 0603 ojoliciousl.O...

5504 0313 096¢ 6f63 616¢c 686f 7374 311b U....local host1
3019 0609 2a86 4886 f70d 0109 0116 0c73 0...*.H....... s
7269 4063 7061 6e2e 6f72 6730 819f 300d ri @pan.org0..0
0609 2a86 4886 f70d 0101 0105 0003 818d FOH
0030 8189 0281 8100 a885 c534 a86f alle L0 4. 0.
7e89 2bc5 ddca 0009 a3bl 2e46 alb6 e464 = Faaaaaaaa F...d
8769 144c c988 1df3 dh44 96e2 2730 7f3a B I IR D..'O0.
b557 24b4 9d6c ff45 55be beb5a 9cOa 7c2f WL EU L Z |
b3e0 bb4d 56af 5dce 7e02 3307 10b3 e756 oMW ~030 0V
4817 lab8 0ed8 a605 fb57 b3d6 7d33 4b2e Ho....... W.} 3K
8h63 6e20 fOeb 3048 e461 4854 b313 0465 .cn ..0OH aHT...e
c0d2 a762 898c 3a2c 6634 9852 2885 1b60 coobos i FAUR(L
02bd 5197 4ab4 b5e9 0203 0100 0la3 81e8 QI
3081 e530 1d06 0355 1dOe 0416 0414 ab67 0..0...U ...... g
e848 94f 4 e057 bc71 d8ef 70cd d20e fdde H .. Wq..p.....
28b0 3081 b506 0355 1d23 0481 ad30 8laa (.0....U#...0.
8014 ab67 €848 94f4 e057 bc71 d8ef 70cd ...0.H..Wgqg..p
d20e fdde 28b0 al81 86a4 8183 3081 8031 T 0..1
0b30 0906 0355 0406 1302 4445 3116 3014 .0...U...DEL1.O
0603 5504 0813 0d4e 6965 6465 7273 6163 ..U ...N edersac

6873 656e 3112 3010 0603 5504 0713 0948 hsenl.0...U....H
616d 6265 7267 656e 3114 3012 0603 5504 anmbergenl.0... U
0al3 0Ob4d 6f6a 6f6C 6963 696f 7573 3112 ...Mjoliciousl
3010 0603 5504 0313 096¢c 6f 63 616C 686f 0...U....local ho
7374 311b 3019 0609 2a86 4886 f70d 0109 stl1.0...*. H ....
0116 0c73 7269 4063 7061 6e2e 6f72 6782 ...Sri@pan.org
0900 8f80 ce8b 51eb c093 300c 0603 551d  ...... Q..0...U
1304 0530 0301 01ff 300d 0609 2a86 4886 ...0....0...*.H
f70d 0101 0505 0003 8181 002a e8c5 cOed  ........... LA
978e ecle ef 01l c5bl 40a7 8b3c a4bh2 2739  ........ @.<..'9
1bd5 bObf 6a06 8848 36ce c2e6 7502 8412 ce..j..HB.. . u..
8f a3 901c aB84d 21d6 39bf falOb 409d 01f3  ..... M.9...@..
0074 7488 alaa 7d56 55a7 03b4 f82e 3ca4 B 8 S V(U A <
abc6 9aa2 7830 ald9 b27b f9dc 9023 3407 R {0 R -
82d6 6a3c 78b9 9353 f234 d5d0 c42f 7890 L j=x..S. 4. Ix
f59d 169e 8f a4 5dOc ff2f 7b68 2c42 6508  ...... ]1../{h, Be
ca80 37e7 7055 98dc 5lea 5316 0300 0004 ..7.pU..QS. ...
0e00 0000 B

Data sent:

1603 0000 8410 0000 80a2 fc6b 563d 7837  ........... kV=x7
56e2 ff3a 257d 45c2 dba5 578e 4201 fca4 V..:%E ..WB...
176f 8aca lacf a068 1933 553f 9441 c3df L0 h. 3U?. A
ela6 247c fbc4 9el8 36af ee2a bb0l 8e40 9.6 L@
c020 f37b d5b8 ded2 1cbh7 e748 c541 8f 88 T H. A
f509 f052 fd65 a973 ea3d 3436 bed40 86eb ...Re.s.=46.@.
fedf 7a65 e8d9 af 93 5874 73ac 4f46 c316 ..ze....Xts.CF..
d0e9 2d63 fcd4 6d55 7732 b395 2dbb baaf co-Coomw2. .-l
b3ac 360e 7137 65d0 d714 0300 0001 0116 ..6.q7e.........
0300 003c c654 a0f9 b8eO 19c0 86d9 f 12f < T /
dc8c 46f9 b9ce 5e43 5630 7090 2417 doid .. F...~CVOp. $..
€284 35a2 1475 39ab 48cf f5b6 d9eb 50fa .5, U9 H ... P
f4f2 f23d 8853 a82c 917c 7e3f fdf8 38a0

Data received:

1403 0000 0101 1603 0000 3cca dba5 70f0  .......... <...p
dcfb 3704 1ded4 bde7 d3b3 14e7 0925 54a2 B .
c5c2 206f 07dc e490 efe8 75f9 0651 f6e2 .. 0oL u..Q.
b007 9878 a790 e2ad 69d9 6686 bb40 c7e5 XLl fLL @
580d f 733 fcOe 2b X .3..+

Data received:

1403 0000 0101 1603 0000 3cca dba5 70f0  .......... <...p
dcfb 3704 1ded4 bde7 d3b3 14e7 0925 54a2 B o
c5c2 206f 07dc e490 efe8 75f9 0651 f6e2 o u..Q.
b007 9878 a790 e2ad 69d9 6686 bb40 c7e5 XL fLL @
580d f733 fcOe 2b X .3..+

Data sent:

1703 0002 1la67 5945 2c¢37 9c6e 3ce8 4ela  ..... gYE, 7. n<. N
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Unknown TCP Traffic:

f025 9f b7 cd84 adb3 471b fd57 0077 23c4 % ... G . W w#.
53f 7 bc39 3987 c2f2 14cf f97d efcl 8051 S..99...... }...0
7e01 6f7d a947 d6lb 7a64 bl78 313b 5bd2 ~.0}.G.zd. x1;[.
a220 8c22 9edc b791 2713 798a 3011 4ea3 P A O\
c46e 9c60 54ee 3100 2fa2 03fe 1310 74ee N T t.
0c5d 0248 3af 3 9942 fad4c 0Oef5 ab38 5a40 .].H..BL...8Z@
9e97 60da 72ad 3002 a9cb lec5 1347 5a33 oo 00 GZ3
7146 c953 7d97 7602 8cOa 959f 2f99 fO0Ob2 gF. Sh.v..... /...
a23d l1la6l 042e Of e5 8940 d48a cchc 144c .=.a.. ... @..\.L
1ca3 c3cc bef2 953a 012c¢ 80ff 61bd 00db e, A,
6077 1bc4 962b 377c 20de ede6 32f7 ffhb9 WL HT7| 200

f2c0 b416 cal6 ebc7 c7ff bé6cf aa7e e5f5  ............. =,
3901 7b42 17b0 fc37 fed0 echa alb6 9bfc 9.{B...7........

elf 4 3374 ca3e e3f8 18dd 6f21 b7d5 6275 ..3t.>....0!..bu
3400 61b0 2246 b39b a966 5410 33f0 71f3 4.a."F...fT.3.q
clab f0d5 5db8 16b6 9694 25fb 1475 8e95 A % . u.
fb49 daed f64c fb7a 4cbc 82be d3dd d8f9 P I 4 I
d8d3 3711 75d4 8edf 68c4 80d9 1ldba 6a6d ..7.u...h. ... jm
ab6b 42b2 bdbd 1e27 2f68 039e be8e el8e .kB...."/[h......
409d aeaf 1115 5e59 leb7 ab5aa 1923 f542 @...."Y..... #.B
a772 9f 1d a613 466¢c 6673 d4f 1 acf3 1le53 .r....Flfs..... S
7323 2cac ach9 55f3 7a0a 122a a83d 22a6 s#,...Uz. .* ="
2111 15c6 c2bf 52bf cdl4 904c b782 3285 [ R...L..2
5055 21e6 7a76 0b54 lecl f46d 5492 a2c9 PU .zv.T...nT..
b243 003e 5c83 dc72 9e35 d8b2 4466 3689 .C.>\..r.5. .Df6
al55 3899 ad05 8c47 bb8a f889 1bel 86f1 L.U8....G.......
237b 66ed dh4e 3a2b 7975 3f28 4ae8 e762 #{f.. N +yu?(J..b
1018 336a 0499 3227 d3f3 a47b ce76 58de L3200 {vX
8d9b eda2 ea8b 1066 7714 5901 732d f4db  ....... fwY.s-.
b740 d279 ddd6 d962 b838 cf22 aae0 2686 .@y...b.8". . &
5db9 75b9 3alc 8b0e 759f 3202 0Oa6a 3c3a J.u .. w2 )<
4e26 7c69 2c6d 21cl 05bc 30d6 ef 98 4f d5 N&i,m...0...0
a452 9abd 790b 02d2 df b4 a2f2 d2c6 f1 ROy

Data received:

1703 0000 c739 2412 cef0 0593 fdcO b761  ..... 9%. .. ... .. a
9f 74 132c d315 dceb 15d6 af 8a c0Oel 5a3d B =
34a7 be33 a49f a6cf 067a 02ae fOf 6 3d55 4..3..... Z....=
blc2 Oede 1943 8ae7 fc33 4b5c 16b5 513e ...NC..3K..Q
ae98 9c¢25 blaf 7d30 4fce 6f15 aOaf 96ae ...%.}000.....
283a 9114 160f b890 78ae b881 06¢f alb4 (I Xevunn T
12e6 3e79 2e81 c808 430b h35e 739d 4e65 ..>y....C ."s. Ne
ffaf f6c5 ch95 5ad4d 4189 940e 279f f 785 O L U ZMVA LT
cle2 3a72 48ec f905 def8 5b5e 1eb9 5d36 LoiTHoL L [~..]16
4017 34b7 16f0 f1f2 586d 6ed5 1bf2 acff @4..... Xmm. .. ..
32cb 75c7 8f0f 6afa a244 8597 6fc8 86¢h 2.U...j..D..o..
c893 df be def 0 296b a7f3 5555 d501 06el  ...... )k..UU. ..
54ed d2ea d0Of 2dbc 2642 276d T..... -.&B'm

TCP Connection Attempts:
From ANUBIS:1029 to 5.104.111.112:443

2. fatura_203.exe

General information about this executable

Analysis Reason: Primary Analysis Subject
Filename: fatura_203.exe
Command Line: "C:\fatura_203.exe"
Process-status at analysis end: dead

Exit Code: 0

Load-time DllIs

Module Name Base Address Size
C:\WINDOWS\system32\ntdll.dll 0x7C900000 0x000AF000
C:\WINDOWS\system32\kernel32.dll 0x7C800000 0x000F6000
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Run-time Dlls
Module Name Base Address Size
C:\WINDOWS\system32\ADVAPI32.DLL 0x77DD0000 0x0009B000
C:\WINDOWS\system32\RPCRT4.dll 0x77E70000 0x00092000
C:\WINDOWS\system32\Secur32.dll 0x77FE0000 0x00011000

2.a) fatura_203.exe - Registry Activities

Registry Values Read:
Key Name Value Times

HKLM\Software\Policies\Microsoft\Windows\Safer\ AuthenticodeEnabled 0 1
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\ DefaultLevel 262144 1
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\ PolicyScope 0 1
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\ TransparentEnabled 1 1
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\ HashAlg 32771 1
Codeldentifiers\O\Hashes\{349d35ab-37hb5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ItemData 0x5eab304f957a49896a006c1¢c31154015 1
Codeldentifiers\O\Hashes\{349d35ab-37b5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ltemSize 779 1
Codeldentifiers\O\Hashes\{349d35ab-37b5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\ SaferFlags 0 1
Codeldentifiers\O\Hashes\{349d35ab-37b5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\ HashAlg 32771 1
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ItemData 0x67b0d48b343a3fd3bce9dc646704f394 1
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ltemSize 517 1
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\ SaferFlags 0 1
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer HashAlg 32771 1
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\Windows\Safer ItemData 0x327802dcfef8c893dc8ab006dd847d1d 1
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\Windows\Safer ltemSize 918 1
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\Windows\Safer SaferFlags 0 1
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\ HashAlg 32771 1
Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\ ItemData Oxbd9a2adb42ebd8560e250e4df8162f67 1
Windows\Safer\Codeldentifiers\O\Hashes\

{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\ IltemSize 229 1
Windows\Safer\Codeldentifiers\O\Hashes\

{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\ SaferFlags 0 1
Windows\Safer\Codeldentifiers\O\Hashes\

{94e3e076-8f53-42a5-8411-085bcc18a68d}
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Registry Values Read:

Key Name Value Times
HKLM\Software\Policies\Microsoft\Windows\Safer\ HashAlg 32771 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ItemData 0x386b085f84ecf669d36b956a22c01e80 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ItemSize 370 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ SaferFlags 0 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ItemData %HKEY_CURRENT_USER\Software\ 1
Codeldentifiers\O\Paths\{dda3f824-d8ch-441b-834d- Microsoft\Windows\CurrentVersion\Explorer\
be2efd2c1a33} Shell Folders\Cache%OLK*
HKLM\Software\Policies\Microsoft\Windows\Safer\ SaferFlags 0 1
Codeldentifiers\O\Paths\{dda3f824-d8cb-441b-834d-

be2efd2cla33}

HKLM\System\CurrentControlSet\Control\Terminal Server TSAppCompat 0
HKU\S-1-5-21-842925246-1425521274-308236825-500\  Cache C:\Documents and Settings\Administrator\
Software\Microsoft\Windows\CurrentVersion\Explorer\ Local Settings\Temporary Internet Files

Shell Folders

2.b) fatura_203.exe - File Activities

File System Control Communication:
File Control Code Times
C:\Program Files\Common Files\ 0x00090028 1

Memory Mapped Files:
File Name
C:\fatura_203.exe

2.c) fatura_203.exe - Process Activities

Processes Created:
Executable Command Line
C:\fatura_203.exe
"C:\fatura_203.exe"

Remote Threads Created:
Affected Process
C:\fatura_203.exe

Foreign Memory Regions Read:
Process: C:\fatura_203.exe

Foreign Memory Regions Written:
Process: C:\fatura_203.exe

3. fatura_203.exe

General information about this executable

Analysis Reason: Started by fatura_203.exe

Filename: fatura_203.exe

MD5: 5b13649daba87felc7fcd3585b0f6074

SHA-1: 1551a3a0551f741035a81c24d950e3dd347cefOb
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General information about this executable

File Size: 510976

Command Line: "C:\fatura_203.exe"
Process-status at analysis end: dead

Exit Code: 0

Load-time DllIs

Module Name Base Address Size
C:\WINDOWS\system32\ntdll.dll 0x7C900000 0x000AF000
C:\WINDOWS\system32\kernel32.dll 0x7C800000 0x000F6000
C:\WINDOWS\system32\SHLWAPI.dII 0x77F60000 0x00076000
C:\WINDOWS\system32\ADVAPI32.dlI 0x77DD0000 0x0009B000
C:\WINDOWS\system32\RPCRTA4.dll 0x77E70000 0x00092000
C:\WINDOWS\system32\Secur32.dll 0x77FE0000 0x00011000
C:\WINDOWS\system32\GDI32.dll 0x77F10000 0x00049000
C:\WINDOWS\system32\USER32.dlI 0x7E410000 0x00091000
C:\WINDOWS\system32\msvcrt.dll 0x77C10000 0x00058000
C:\WINDOWS\system32\WININET.dll 0x771B0000 0x000AA000
C:\WINDOWS\system32\CRYPT32.dll 0x77A80000 0x00095000
C:\WINDOWS\system32\MSASN1.dll 0x77B20000 0x00012000
C:\WINDOWS\system32\OLEAUT32.dll 0x77120000 0x0008B000
C:\WINDOWS\system32\ole32.dll 0x774E0000 0x0013D000
C:\WINDOWS\system32\IPHLPAPI.DLL 0x76D60000 0x00019000
C:\WINDOWS\system32\WS2_32.dll 0x71AB0000 0x00017000
C:\WINDOWS\system32\WS2HELP.dlI 0x71AA0000 0x00008000
C:\WINDOWS\system32\WinSCard.dll 0x723D0000 0x0001C000
C:\WINDOWS\system32\WTSAPI32.dll 0x76F50000 0x00008000
C:\WINDOWS\system32\WINSTA.dII 0x76360000 0x00010000
C:\WINDOWS\system32\NETAPI32.dll 0x5B860000 0x00055000
C:\WINDOWS\system32\SHELL32.dlI 0x7C9C0000 0x00817000
C:\WINDOWS\WinSxS\x86_Microsoft.Windows.Common- 0x773D0000 0x00103000
Controls_6595b64144ccfldf_6.0.2600.5512 x-ww_35d4ce83\comctl32.dll

C:\WINDOWS\system32\comctI32.dll 0x5D090000 0x0009A000

Run-time Dlls

Module Name Base Address Size
C:\WINDOWS\system32\rsaenh.dll 0x68000000 0x00036000
C:\WINDOWS\system32\USERENV.dlII 0x769C0000 0x000B4000
C:\WINDOWS\system32\Apphelp.dll 0x77B40000 0x00022000
C:\WINDOWS\system32\VERSION.dII 0x77C00000 0x00008000

3.a) fatura_203.exe - Reqistry Activities

Registry Values Read:

Key Name Value Times
HKLM\SOFTWARE\Microsoft\Cryptography MachineGuid 4604e8cc-5b9c-4ffh-a374-a62e6d0494fc 2
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\ Name Microsoft Strong Cryptographic Provider 8
Provider Types\Type 001

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\ Image Path rsaenh.dll 8
Provider\Microsoft Strong Cryptographic Provider

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\ Type 1 2
Provider\Microsoft Strong Cryptographic Provider

HKLM\SOFTWARE\Microsoft\Windows NT\ DigitalProductld 0xa40000000300000037363438372d36343 1
CurrentVersion 302d313435373233362d32333833
HKLM\SOFTWARE\Microsoft\Windows NT\ InstallDate 1212451221 1
CurrentVersion

HKLM\SYSTEM\CurrentControlSet\Control\Session CriticalSectionTimeout 2592000 1
Manager

HKLM\SYSTEM\Setup SystemSetuplnProgres 0 1
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Registry Values Read:
Key
HKLM\SYSTEM\WPA\MediaCenter
HKLM\Software\Microsoft\Cryptography

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
ProfileList

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
ProfileList

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
ProfileList

HKLM\Software\Microsoft\Windows
NT\CurrentVersion\ProfileList\
S-1-5-21-842925246-1425521274-308236825-500

HKLM\Software\Microsoft\Windows
NT\CurrentVersion\ProfileList\
S-1-5-21-842925246-1425521274-308236825-500

HKLM\Software\Microsoft\Windows
NT\CurrentVersion\ProfileList\
S-1-5-21-842925246-1425521274-308236825-500

HKLM\Software\Microsoft\Windows
NT\CurrentVersion\ProfileList\
S-1-5-21-842925246-1425521274-308236825-500

HKLM\Software\Microsoft\Windows
NT\CurrentVersion\ProfileList\
S-1-5-21-842925246-1425521274-308236825-500

HKLM\Software\Microsoft\Windows
NT\CurrentVersion\ProfileList\
S-1-5-21-842925246-1425521274-308236825-500

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Windows

HKLM\Software\Microsoft\Windows\CurrentVersion
HKLM\Software\Microsoft\Windows\CurrentVersion

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37b5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37hb5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37b5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37hb5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

Name
Installed
MachineGuid
AllUsersProfile

DefaultUserProfile
ProfilesDirectory

CentralProfile

Flags

ProfilelmagePath

ProfileLoadTimeHigh

ProfileLoadTimeLow

State

Applnit_DLLs

CommonFilesDir
ProgramFilesDir
AuthenticodeEnabled

DefaultLevel
PolicyScope
TransparentEnabled

HashAlg

ItemData

ltemSize

SaferFlags

HashAlg

ItemData

ltemSize

SaferFlags

HashAlg
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Value

0
4604e8cc-5b9c-4ffb-a374-a62e6d0494fc
All Users

Default User

%SystemDrive%\Documents and Settings

%SystemDrive%\Documents and Settings\
Administrator
30136624

3900495046

256

C:\Program Files\Common Files
C:\Program Files
0

262144

32771

0x5eah304f957a49896a006¢1c31154015

779

32771

0x67b0d48b343a3fd3bce9dc646704f394

517

32771

Times

16
17

20
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Registry Values Read:
Key Name Value Times

HKLM\Software\Policies\Microsoft\Windows\Safer ItemData 0x327802dcfef8c893dc8ab006dd847d1d 1
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\Windows\Safer ltemSize 918 1
\Codeldentifiers\O\Hashes\{81d1fel15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\Windows\Safer SaferFlags 0 1
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\ HashAlg 32771 1
Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\ ltemData Oxbd9a2adb42ebd8560e250e4df8162f67 1
Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\ ltemSize 229 1
Windows\Safer\Codeldentifiers\O\Hashes\

{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\ SaferFlags 0 1

Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\Windows\Safer\ HashAlg 32771 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ltemData 0x386b085f84ecf669d36b956a22c01e80 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ItemSize 370 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ SaferFlags 0 1
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-

b91490411bfc}

HKLM\Software\Policies\Microsoft\Windows\Safer\ ItemData %HKEY_CURRENT_USER\Software\ 1
Codeldentifiers\O\Paths\{dda3f824-d8cb-441b-834d- Microsoft\Windows\CurrentVersion\Explorer\
be2efd2c1a33} Shell Folders\Cache%OLK*
HKLM\Software\Policies\Microsoft\Windows\Safer\ SaferFlags 0 1
Codeldentifiers\O\Paths\{dda3f824-d8ch-441b-834d-

be2efd2c1a33}

HKLM\System\CurrentControlSet\Contro\ComputerName ComputerName PC 6
\ActiveComputerName

HKLM\System\CurrentControlSet\Control\ProductOptions ProductType WInNT 1
HKLM\System\CurrentControlSet\Control\Session ComSpec %SystemRoot%\system32\cmd.exe
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session FP_NO_HOST_CHECI NO 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session NUMBER_OF_PROCE 1 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session oS Windows_NT 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session PATHEXT .COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;. 6
Manager\Environment JSE;.WSF;.WSH
HKLM\System\CurrentControlSet\Control\Session PROCESSOR_ARCHI x86 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session PROCESSOR_IDENTI x86 Family 6 Model 3 Stepping 3, 6
Manager\Environment Genuinelntel
HKLM\System\CurrentControlSet\Control\Session PROCESSOR_LEVEL 6 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session PROCESSOR_REVISI 0303 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session Path %SystemRoot%\system32;%SystemRoot%; 6
Manager\Environment %SystemRo00t%\System32\Wbem
HKLM\System\CurrentControlSet\Control\Session TEMP %SystemRoot%\TEMP 6

Manager\Environment
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Key Name Value Times
HKLM\System\CurrentControlSet\Control\Session TMP %SystemRoot%\TEMP 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Session windir %SystemRoot% 6
Manager\Environment

HKLM\System\CurrentControlSet\Control\Terminal Server TSAppCompat 0 1
HKU\S-1-5-21-842925246-1425521274-308236825-500\ TEMP %USERPROFILE%\Local Settings\Temp 6
Environment

HKU\S-1-5-21-842925246-1425521274-308236825-500\ TMP %USERPROFILE%\Local Settings\Temp 6
Environment

HKU\S-1-5-21-842925246-1425521274-308236825-500\  ParseAutoexec 1 3
Software\Microsoft\Windows NT\CurrentVersion\Winlogon

HKU\S-1-5-21-842925246-1425521274-308236825-500\  Cache C:\Documents and Settings\Administrator\ 1
Software\Microsoft\Windows\CurrentVersion\Explorer\ Local Settings\Temporary Internet Files

Shell Folders

HKU\S-1-5-21-842925246-1425521274-308236825-500\ AppData %USERPROFILE%\Application Data 3
Software\Microsoft\Windows\CurrentVersion\Explorer\

User Shell Folders

HKU\S-1-5-21-842925246-1425521274-308236825-500\  Local Settings %USERPROFILE%\Local Settings 1
Software\Microsoft\Windows\CurrentVersion\Explorer\

User Shell Folders

HKU\S-1-5-21-842925246-1425521274-308236825-500\  Personal %USERPROFILE%\My Documents 1
Software\Microsoft\Windows\CurrentVersion\Explorer\

User Shell Folders

HKU\S-1-5-21-842925246-1425521274-308236825-500\ APPDATA C:\Documents and Settings\Administrator\ 6
Volatile Environment Application Data
HKU\S-1-5-21-842925246-1425521274-308236825-500\ CLIENTNAME Console 6
Volatile Environment

HKU\S-1-5-21-842925246-1425521274-308236825-500\ HOMEDRIVE C: 6
Volatile Environment

HKU\S-1-5-21-842925246-1425521274-308236825-500\ HOMEPATH \Documents and Settings\Administrator 6
Volatile Environment

HKU\S-1-5-21-842925246-1425521274-308236825-500\ HOMESHARE 6
Volatile Environment

HKU\S-1-5-21-842925246-1425521274-308236825-500\ LOGONSERVER \\PC 6
Volatile Environment

HKU\S-1-5-21-842925246-1425521274-308236825-500\ SESSIONNAME Console 6

Volatile Environment

3.b) fatura_203.exe - File Activities

Files Created:

C:\Documents and Settings\Administrator\Application Data\Microsoft\Crypto\RSA

\S-1-5-21-842925246-1425521274-308236825-500\a18ca4003deb042bbee7a40f15e1970b_4604e8cc-5b9c-4ffb-a374-a62e6d0494fc

C:\Documents and Settings\All Users\Application Data\Sun

C:\Documents and Settings\All Users\Application Data\Sun\omydynagojis
C:\Documents and Settings\All Users\Application Data\Sun\otaxobabkxes
C:\Documents and Settings\All Users\Application Data\yrekymok

C:\Documents and Settings\All Users\Application Data\yrekymok\omydynagojis
C:\Documents and Settings\All Users\Application Data\yrekymok\otaxobabkxes

Files Read:
C:\Documents and Settings\All Users\Application Data\yrekymok\omydynagojis
C:\WINDOWS\system32\rsaenh.dll
C:\fatura_203.exe
PIPE\Isarpc
c:\autoexec.bat

Files Modified:

C:\Documents and Settings\Administrator\Application Data\Microsoft\Crypto\RSA
\S-1-5-21-842925246-1425521274-308236825-500\a18ca4003deb042bbee7a40f15e1970b_4604e8cc-5b9c-4ffh-a374-a62e6d0494fc
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Files Modified:
C:\Documents and Settings\All Users\Application Data\Sun\omydynagojis
C:\Documents and Settings\All Users\Application Data\Sun\otaxobabkxes
C:\Documents and Settings\All Users\Application Data\yrekymok\omydynagojis
C:\Documents and Settings\All Users\Application Data\yrekymok\otaxobabkxes
Ip
PIPE\Isarpc
\Device\lp
\Device\Tcp

Directories Created:
C:\Documents and Settings\All Users\Application Data\Sun
C:\Documents and Settings\All Users\Application Data\yrekymok

File System Control Communication:

File Control Code Times
C:\Program Files\Common Files\ 0x00090028 1
PIPE\Isarpc 0x0011C017 23

Device Control Communication:

File Control Code Times
\Device\KsecDD 0x00390008 8
\Device\Tcp 0x00120003 6

Memory Mapped Files:
File Name
C:\WINDOWS\WinSxS\x86_Microsoft.Windows.Common-Controls_6595b64144ccfldf 6.0.2600.5512_x-ww_35d4ce83\comctl32.dll
C:\WINDOWS\WindowsShell.Manifest
C:\WINDOWS\system32\Apphelp.dll
C:\WINDOWS\system32\IPHLPAPI.DLL
C:\WINDOWS\system32\SHELL32.dlI
C:\WINDOWS\system32\WININET.dII
C:\WINDOWS\system32\WINSTA.dII
C:\WINDOWS\system32\WS2HELP.dll
C:\WINDOWS\system32\WS2_32.dll
C:\WINDOWS\system32\WTSAPI32.dll
C:\WINDOWS\system32\WinSCard.dll
C:\WINDOWS\system32\attrib.exe
C:\WINDOWS\system32\comctl32.dll
C:\WINDOWS\system32\rsaenh.dll
C:\Windows\AppPatch\sysmain.sdb

3.c) fatura_203.exe - Process Activities

Processes Created:
Executable Command Line
C:\WINDOWS\system32\attrib.exe
attrib.exe

Remote Threads Created:
Affected Process
C:\WINDOWS\system32\attrib.exe

Foreign Memory Regions Read:
Process: C:\WINDOWS\system32\attrib.exe
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Foreign Memory Regions Written:
Process: C:\WINDOWS\system32\attrib.exe

3.d) fatura_203.exe - Other Activities

Mutexes Created:
Global\adesonogewywiqyqyrekybesasexacowunomezztodovuzunbjenevuwojmlenyc
Global\akagalyninfcizuwubebydgbycihepusydadushlixudibeficezavitev.mutex
Global\eqadmfagufeqagycivynowopugezirarecytibugikexrbybukigetaron.mutex
Global\ogacivohamozlfaruciwewidelbmikizklargwujsgibemiknkyvejudec.mutex
Global\ytygucunyjyjapejynemacofihagqypebizulixuhumusahunosahftusyk.mutex

Windows SEH exceptions:

Description Times
Exception 0xc0000005 (STATUS_ACCESS_VIOLATION) at 1
0x7c90fe40

4. attrib.exe

General information about this executable

Analysis Reason: Started by fatura_203.exe

Filename: attrib.exe

MD5: €6d680494c812b82a15600fd23c94424

SHA-1: 6be7cccf384b1b05b08b7fc5ae5bc3bb3365cc55
File Size: 12288

Command Line: attrib.exe

Process-status at analysis end: alive

Exit Code: 0

Load-time DllIs

Module Name Base Address Size
C:\WINDOWS\system32\ntdll.dll 0x7C900000 0x000AF000
C:\WINDOWS\system32\kernel32.dll 0x7C800000 0x000F6000
C:\WINDOWS\system32\ulib.dll 0x71FA0000 0x00045000
C:\WINDOWS\system32\msvcrt.dll 0x77C10000 0x00058000
C:\WINDOWS\system32\USER32.dl| 0x7E410000 0x00091000
C:\WINDOWS\system32\GDI32.dll 0x77F10000 0x00049000
C:\WINDOWS\system32\ADVAPI32.dll 0x77DD0000 0x0009B000
C:\WINDOWS\system32\RPCRT4.dll 0x77E70000 0x00092000
C:\WINDOWS\system32\Secur32.dll 0x77FE0000 0x00011000
C:\WINDOWS\system32\ShimEng.dll 0x5CB70000 0x00026000
C:\WINDOWS\AppPatch\AcGenral.DLL 0x6F880000 0x001CA000
C:\WINDOWS\system32\WINMM.dII 0x76B40000 0x0002D000
C:\WINDOWS\system32\ole32.dll 0x774E0000 0x0013D000
C:\WINDOWS\system32\OLEAUT32.dll 0x77120000 0x0008B000
C:\WINDOWS\system32\MSACM32.dll 0x77BEO000 0x00015000
C:\WINDOWS\system32\VERSION.dII 0x77C00000 0x00008000
C:\WINDOWS\system32\SHELL32.dlI 0x7C9C0000 0x00817000
C:\WINDOWS\system32\SHLWAPI.dII 0x77F60000 0x00076000
C:\WINDOWS\system32\USERENV.dIl 0x769C0000 0x000B4000
C:\WINDOWS\system32\UxTheme.dll 0x5AD70000 0x00038000
C:\WINDOWS\WinSxS\x86_Microsoft.Windows.Common- 0x773D0000 0x00103000
Controls_6595b64144ccfldf 6.0.2600.5512 x-ww_35d4ce83\comctl32.dll

C:\WINDOWS\system32\comctI32.dll 0x5D090000 0x0009A000
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Run-time Dlls
Module Name
C:\WINDOWS\system32\MSCTF.dll
C:\WINDOWS\system32\Apphelp.dll

4.a) attrib.exe - Registry Activities

Registry Values Read:
Key
HKLM\SOFTWARE\Microsoft\CTF\SystemShared\

HKLM\SYSTEM\CurrentControlSet\Control\Session
Manager

HKLM\SYSTEM\Setup
HKLM\SYSTEM\WPA\MediaCenter

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.iac2

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.iac2

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.iac2

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.iac2

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.imaadpcm
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.imaadpcm
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.imaadpcm
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.imaadpcm

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.|3acm

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.|3acm

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.|3acm

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.|3acm

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msadpcm
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msadpcm
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msadpcm
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msadpcm

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msaudiol

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msaudiol

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msaudiol

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msaudiol

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg711

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg711

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg711

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg711

HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg723

Analysis Report for fatura_20394.pdf .exe - submitted on 07/11/13, 11:12:07 UTC

Base Address
0x74720000
0x77B40000

Name Value
CUAS 0
CriticalSectionTimeout 2592000

SystemSetuplnProgres 0

Size
0x0004C000
0x00022000

Times

Installed 0

aFormatTagCache 0x01000000100000000204000014000000 1
cFilterTags 0 1
cFormatTags 2 1
fdwSupport 1 1
aFormatTagCache 0x01000000100000001100000014000000 1
cFilterTags 0 1
cFormatTags 2 1
fdwSupport 1 1
aFormatTagCache 0x0100000010000000550000001e000000 1
cFilterTags 0 1
cFormatTags 2 1
fdwSupport 1 1
aFormatTagCache 0x01000000100000000200000032000000 1
cFilterTags 0 1
cFormatTags 2 1
fdwSupport 1 1
aFormatTagCache 0x010000001200000060010000160000006 1

610100001c000000
cFilterTags 0 1
cFormatTags 3 1
fdwSupport 1 1
aFormatTagCache 0x010000001000000006000000120000000 1
0700000012000000

cFilterTags 0 1
cFormatTags 3 1
fdwSupport 1 1
aFormatTagCache 0x0100000010000000420000001c000000 1
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Registry Values Read:
Key
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg723
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg723
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msg723
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msgsm610
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msgsm610
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msgsm610
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.msgsm610
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.sl_anet
HKLM\Software\Microsoft\AudioCompressionManager
DriverCache\msacm.sl|_anet
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.sl_anet
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.sl|_anet
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.trspch
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.trspch
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.trspch
HKLM\Software\Microsoft\AudioCompressionManager\
DriverCache\msacm.trspch
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32
HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

Name
cFilterTags

cFormatTags
fdwSupport
aFormatTagCache
cFilterTags
cFormatTags
fdwSupport
aFormatTagCache
cFilterTags
cFormatTags
fdwSupport
aFormatTagCache
cFilterTags
cFormatTags
fdwSupport
midimapper
msacm.iac2
msacm.imaadpcm
msacm.|3acm
msacm.msadpcm
msacm.msaudiol
msacm.msg711
msacm.msg723
msacm.msgsm610
msacm.s|_anet
msacm.trspch
vidc.1420
vide.M261
vidc.M263
vidc.cvid

vidc.iv31l

vidc.iv32
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Value

0x01000000100000003100000014000000

0x01000000100000003001000016000000

0x01000000100000002200000032000000

C:\WINDOWS\system32\I3codeca.acm

msg71l.acm

sl_anet.acm

tssoft32.acm
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Registry Values Read:
Key

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Drivers32

HKLM\Software\Microsoft\Windows NT\CurrentVersion\
Windows

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37hb5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37b5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37hb5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{349d35ab-37b5-462f-9b89-
edd5fbde1328}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{7fb9cd2e-3076-4df9-a57b-
b813f72dbb91}

HKLM\Software\Policies\Microsoft\Windows\Safer
\Codeldentifiers\O\Hashes\{81d1fel15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\Windows\Safer
\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\Windows\Safer
\Codeldentifiers\O\Hashes\{81d1fel15-dd9d-4762-
b16d-7c29ddecae3f}

Analysis Report for fatura_20394.pdf .exe - submitted on 07/11/13, 11:12:07 UTC

Name Value
vidc.iv41l

vidc.iv50

vidc.iyuv

vide.mrle

vidc.msvc

vidc.uyvy

vidc.yuy2

vidc.yvu9

vidc.yvyu

wavemapper
Applnit_DLLs
AuthenticodeEnabled 0
DefaultLevel 262144
PolicyScope 0

TransparentEnabled 1

HashAlg 32771

ItemData 0x5eah304f957a49896a006¢1¢31154015
ItemSize 779

SaferFlags 0

HashAlg 32771

ItemData 0x67b0d48b343a3fd3bce9dc646704f394
ItemSize 517

SaferFlags 0

HashAlg 32771

ItemData 0x327802dcfef8c893dc8ab006dd847d1d
ItemSize 918
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Registry Values Read:
Key
HKLM\Software\Policies\Microsoft\Windows\Safer

\Codeldentifiers\O\Hashes\{81d1fe15-dd9d-4762-
b16d-7c29ddecae3f}

HKLM\Software\Policies\Microsoft\
Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\
Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}

HKLM\Software\Policies\Microsoft\
Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}
HKLM\Software\Policies\Microsoft\
Windows\Safer\Codeldentifiers\O\Hashes\
{94e3e076-8f53-42a5-8411-085bcc18a68d}
HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-
b91490411bfc}
HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-
b91490411bfc}
HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-
b91490411bfc}
HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-ae2e-
b91490411bfc}
HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Paths\{dda3f824-d8cb-441b-834d-
be2efd2c1a33}
HKLM\Software\Policies\Microsoft\Windows\Safer\
Codeldentifiers\O\Paths\{dda3f824-d8ch-441b-834d-
be2efd2c1a33}
HKLM\System\CurrentControlSet\Control\
MediaProperties\PrivateProperties\Joystick\Winmm
HKLM\System\CurrentControlSet\Control\NIs\Language
Groups

HKLM\System\CurrentControlSet\Control\NIs\Locale
HKLM\System\CurrentControlSet\Control\ProductOptions
HKLM\System\CurrentControlSet\Control\Terminal Server
HKU\S-1-5-21-842925246-1425521274-308236825-500\
Keyboard Layout\Toggle
HKU\S-1-5-21-842925246-1425521274-308236825-500\
Keyboard Layout\Toggle
HKU\S-1-5-21-842925246-1425521274-308236825-500\
Software\Microsoft\Multimedia\Audio

HKU\S-1-5-21-842925246-1425521274-308236825-500\
Software\Microsoft\Windows\CurrentVersion\Explorer\
Shell Folders
HKU\S-1-5-21-842925246-1425521274-308236825-500\
Software\Microsoft\Windows\CurrentVersion\Explorer\
User Shell Folders
HKU\S-1-5-21-842925246-1425521274-308236825-500\
Software\Microsoft\Windows\CurrentVersion\Explorer\
User Shell Folders

4.b) attrib.exe - File Activities

Device Control Communication:
File
\Device\KsecDD

Name
SaferFlags

HashAlg

ltemData

ltemSize

SaferFlags

HashAlg

ltemData

ltemSize

SaferFlags

ItemData

SaferFlags

wheel

00000C07
ProductType
TSAppCompat
Language Hotkey

Layout Hotkey
SystemFormats

Cache

Local Settings

Personal
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Value

32771

Oxbd9a2adb42ebd8560e250e4df8162f67

229

32771

0x386b085f84ecf669d36b956a22c01e80

370

%HKEY_CURRENT_USER\Software\
Microsoft\Windows\CurrentVersion\Explorer\
Shell Folders\Cache%OLK*

0

CD Quiality,Radio Quality,Telephone Quality

C:\Documents and Settings\Administrator\
Local Settings\Temporary Internet Files

%USERPROFILE%\Local Settings

%USERPROFILE%\My Documents

Control Code Times

0x00390008

N R R e
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Memory Mapped Files:
File Name
C:\WINDOWS\AppPatch\AcGenral.DLL

C:\WINDOWS\WinSxS\x86_ Microsoft.Windows.Common-Controls_6595b64144ccfldf_6.0.2600.5512_x-ww_35d4ce83\comctl32.dll

C:\WINDOWS\WindowsShell.Manifest
C:\WINDOWS\explorer.exe
C:\WINDOWS\system32\Apphelp.dIl
C:\WINDOWS\system32\MSACM32.dll
C:\WINDOWS\system32\MSCTF.dll
C:\WINDOWS\system32\SHELL32.dll
C:\WINDOWS\system32\ShimEng.dll
C:\WINDOWS\system32\UxTheme.dll
C:\WINDOWS\system32\WINMM.dII
C:\WINDOWS\system32\comct|32.dll
C:\WINDOWS\system32\imm32.dll
C:\WINDOWS\system32\ulib.dll
C:\Windows\AppPatch\sysmain.sdb

4.c) attrib.exe - Process Activities

Processes Created:
Executable Command Line
C:\WINDOWS\explorer.exe
explorer.exe

Remote Threads Created:
Affected Process
C:\WINDOWS\explorer.exe

Foreign Memory Regions Read:
Process: C:\WINDOWS\explorer.exe

Foreign Memory Regions Written:
Process: C:\WINDOWS\explorer.exe

4.d) attrib.exe - Other Activities

Mutexes Created:
CTF.Asm.MutexDefaultS-1-5-21-842925246-1425521274-308236825-500
CTF.Compart.MutexDefaultS-1-5-21-842925246-1425521274-308236825-500
CTF.LBES.MutexDefaultS-1-5-21-842925246-1425521274-308236825-500
CTF.Layouts.MutexDefaultS-1-5-21-842925246-1425521274-308236825-500
CTF.TMD.MutexDefaultS-1-5-21-842925246-1425521274-308236825-500

CTF.TimListCache.FMPDefaultS-1-5-21-842925246-1425521274-308236825-500MUTEX.DefaultS-1-5-21-842925246-1425521274-

308236825-500
SHIMLIB_LOG_MUTEX

Windows SEH exceptions:

Description Times
Exception 0xc0000005 (STATUS_ACCESS_VIOLATION) at 1
0x7c90fe40

5. explorer.exe

General information about this executable
Analysis Reason: Started by attrib.exe
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Filename: explorer.exe
Process-status at analysis end: alive
Exit Code: 0

Module Name Base Address Size
C:\WINDOWS\system32\ntdll.dll 0x7C900000 0x000AF000
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